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CPE Common Platform Enumeration

CVE Common Vulnerabilities and Exposures

CVSS Common Vulnerability Scoring System.

CWE/SANS Common Weakness Enumeration/ SysAdmin, Audit, Network and Security
DDOS Distributed Denial-of-Service (DDoS) attack

ECC Error Code Correction RAM

1SO27001 Information security standard

GPS Global Positioning System

NIST National Institute of Standards and Technology

IDS Intrusion Detection System

IP Internet Protocol

IPS Intrusion prevention system

MITER ATT& CK Adversarial Tactics, Techniques, and Common Knowledge
OWASP Open Web Application Security Project

RPC Remote Procedure Call

SIEM Security Information and Event Management

S/MIME (Secure/Multipurpose Internet Mail Extensions)

TTPS Trusted Transport Protocol Suite
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Relating to, within, or through the medium of the | «xls ol aday il Asleglall Aamadl 2030 slaw s 2.1
interconnected information infrastructure of  =ldeally ol a¥l o cMelss oo LIMS o Laass (Cyber)

interactions among persons, processes, data, and

information systems

Notification that a specific cyber incident has
occurred, or a cyber threat has been directed atan

organisation’s information systems.

Malicious attempt(s) to exploit vulnerabilities
through the cyber medium to damage, disrupt or

gain unauthorized access to assets.

Any observable occurrence in an information

system. Cyber events sometimes

provide

indication that a cyber incident is occurring.

A cyber event that adversely affects the cyber
security of an information system or the
information the system processes, stores or
transmits whether resulting from malicious
activity or not.

The documentation of a predetermined set of
instructions or procedures to guide the response

to, and limit consequences of a cyber incident

The ability of an organisation to continue to carry
out its mission by anticipating and adapting to
cyber threats and other relevant changes in the
environment and by withstanding, containing and

rapidly recovering from cyber incidents.
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The combination of the probability of cyber

incidents occurring and their impact.

A collection of tools, policies, security concepts,
security safeguards, guidelines, risk management
approaches, actions, training, best practices,
assurance, and technologies that can be used to
protect the organization's information assets
against internal and external threats.

A circumstance with the potential to exploit one or
more vulnerabilities that adversely affects cyber

security.

Compromise of security that leads to the
accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to data
transmitted, stored or otherwise processed.
Strategy integrating people, processes and
technology to establish a variety of barriers across
multiple layers and dimensions of the
organisation.

Prevention of authorised access to information or
information systems; or the delaying of
information system operations and functions,
with resultant loss of availability to authorised
users.

Amalicious attempt to disrupt the normal traffic of
a targeted service, server, or network by
overwhelming it with a massive flood of packets
from multiple sources, thereby preventing
legitimate users from accessing the service.
Software designed with malicious intent
containing features or capabilities that can
potentially cause harm directly or indirectly to

entities or their information systems.
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(Cyber Risk)
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(Cyber Security)
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(Cyber Threat)
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(Data Breach)
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Denial of Service )
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A digital form of social engineering that attempts
to acquire private or confidential information by
pretending to be a trustworthy entity in an
electronic communication.

Malware that is used to commit extortion by
impairing the use of an information system or its

information until a ransom demand is satisfied.

A person or entity with the accountability and

authority to manage a risk

Intentional and informed decision and action to
accept, avoid, mitigate, share or transfer an

identified risk.

The process carried out to uniquely identify the
assets owned or managed by the licensed entity,
based on known and defined information about

those assets.

the fundamental reason behind a security incident
or vulnerability, such as a data breach or malware
attack. Identifying the root cause is essential for
effectively resolving issues and preventing future
occurrences.

A fraudulent process in which the data stored on
the magnetic stripe of payment cards is copied
using illicit devices, often at ATMs or point-of-sale
terminals, with the intent of using it to clone cards
or carry out unauthorized transactions.

The physical security features of documents are
the characteristics and embedded markers in
official documents (such as watermarks, special
inks, microprinting, security threads, or

holograms) designed to verify the authenticity of

the document and prevent its forgery or alteration.
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The amount and type of risk that an organization 3 Ldgsd 3 L= ey ‘é\Jl Ssblsldl §939 Hldda Byl Ll d 2.24
is willing to accept in pursuit of its objectives. Ll guamed! Lpas (Risk appetite)

The delivery of computing services over the
internet, With various service models—such as
Infrastructure as a Service (laaS), Platform as a
Service (Paa$S), and Software as a Service (Saa$).
A proactive cybersecurity practice that involves
identifying, assessing, and prioritizing potential
threats to a system or application. This process
analyses the architecture and design of the
system to uncover vulnerabilities and understand
how various threats might exploit them.
Common frameworks used in threat modelling,
such as STRIDE, PASTA, and OCTAVE, provide
systematic methodologies for evaluating threats.
Simulation of human intelligence processes by
machines, particularly computer systems. It
encompasses a range of technologies, including
machine learning, natural language processing,
and computer vision, enabling machines to
perform tasks that typically require human
intelligence, such as understanding language,
recognizing patterns, and making decisions.

Is the human-readable set of instructions and
statements written in a programming Ianguage
that defines how software applications operate.
Source code is essential for collaboration among
developers, as it can be shared, version-
controlled, and reviewed to ensure quality and
functionality.

Use of technology to perform tasks with minimal
human intervention, streamlining processes to
improve efficiency, accuracy, and speed. As
automation continues to advance, it has the
industries, enhance

potential to transform
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(Artificial Intelligence)

Syl 29501 2.28
(Source Code)
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productivity, and drive innovation, while also| 843!l Jloiuwl Jg> culylael Uasl a5 Loy S|

raising  considerations  around  workforce Sagde Sl I A el dalall

displacement and the need for new skills.

A subset of artificial intelligence that enables| ;o Lelas¥l uio._. L?f-l_ﬂa_pY\ LS £95d (0§59 U M 2.30
systems to learn from data and improve their| (g3 cidsll 59,0 Lelal iy wbladl (e @lazl) (Machine learning)

performance over time without explicit
programming. It involves algorithms that analyse
patterns and make predictions or decisions based
on input data.

A security model that operates on the principle of
"never trust, always verify," requiring strict identity
verification for every user and device attempting
to access resources, regardless of their location.
This approach minimizes the risk of data breaches
by assuming that threats could originate from

both outside and inside the network.

A decentralized and distributed digital ledger
technology that securely records transactions
across multiple computers, ensuring that the data
cannot be altered retroactively. This transparency
and immutability make it a foundational
technology for cryptocurrencies, smart contracts,
and various applications across industries like

finance, supply chain, and healthcare.

A principle that justifies an entity’s commitment to
confidentiality and integrity, ensuring that its
ownership of digital assets remains secure,
trustworthy, and indisputable.

The concept of information security that restricts
access to data to only what is necessary for the
user to perform their job.

Employees’ access to the organization's systems
remotely from non-affiliated sources (such as

personal computers).
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System accounts not linked to a specific human
user but have administrative privileges. These
accounts are often used by applications, services,
or automated processes to perform specific
functions and are frequently shared.

A security protocol in which one party, the verifier
(usually the server), presents a unique question or
challenge to another party, the claimant (typically
a user or device), which must provide the correct
response to be authenticated.

Cryptographic model-based authentication is a
security best practice that protects user passwords
during transmission by hashing them on the client
device before sending. It is a comprehensive
defensive measure mandated by modern

cybersecurity standards to work in conjunction

with other protective means, such as HTTPS.

Is a dedicated hardware device designed to
monitor and control incoming and outgoing
network traffic based on predetermined security
rules. It acts as a barrier between a trusted internal
network and untrusted external networks, such as
the internet. By inspecting data packets, the
firewall can block unauthorized access, prevent
cyber threats, and enforce security policies.

A security solution specifically designed to
protect web applications by filtering and
monitoring HTTP traffic between a web
application and the Internet. A WAF operates at
the application layer, analysing requests and
responses to identify and block malicious

activities such as SQL injection, cross-site

scripting (XSS), and other vulnerabilities.
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An asset that contains the organization's most
sensitive and protected information. The primary
goal is to safeguard the confidentiality, integrity,
and availability of its data.

A powerful control tool recommended by
standards, enforcing a "default deny” stance that
allows only authorized programs to run. This
provides strong protection against both known
and unknown malware.

Creating a list of harmful or unwanted

applications and subsequently blocking their

execution on a computer or network.

A checksum is a fixed-size string of characters and
numbers, and its primary purpose in cybersecurity
is to verify data integrity. It answers the crucial
question: "Has this data been altered or corrupted
during transmission or storage?"

The process of verifying the identity of a user,

device, or system. Cybersecurity standards define

authentication based on three main types of

evidence, or "factors,” that can be presented:

1. Something You Know: This is the most
common factor, consisting of a secret
piece of information that only you
should know (e.g., a password or PIN).

2. Something You Have: This refers to a

item or token

physical

in your
possession (e.g., a smart card or security
key).

3. Something You Are: This is a biological
characteristic—your biometric data

(e.g., fingerprint).
A digital signature is a mathematical system used
to verify the authenticity and integrity of a

message or digital document. Essentially, it is an
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encrypted "fingerprint” that proves the document
has not been altered after signing and establishes
the identity of the signer. Non-repudiation: This
legally binds the signer to the document,
preventing them from later denying their
signature, as itis closely linked to their private key
(which they are responsible for protecting). The
process of digital signing relies on a Public Key
Infrastructure (PKI) and asymmetric encryption,
which utilizes two mathematically related keys: a
public key and a private key.

A public key is one half of a pair of cryptographic
(or

keys used in public key encryption

asymmetric encryption). Unlike traditional
"symmetric” encryption, which uses a single
secret key, asymmetric encryption employs two

mathematically linked keys:

1. Public Key: This key is designed to be
shared with everyone and is not secret.
Itallows others to encrypt messages that
only the corresponding private key can
decrypt.

2. Private Key.

A complex, highly confidential password that is
mathematically linked to a public key. It is the
essential component of asymmetric encryption
and is kept completely secret and secure by its
owner, to be used for decryption and non-
repudiation.

Trusted third party (TTP) is an external entity that
is trusted by an organization to perform certain
services reliably, such as a Certificate Authority

(CA), which its clients trust to carry out specific
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functions (like issuing digital certificates and

generating encryption keys).

Ensuring that devices, software, services, and
networks operate correctly with the required
security settings, and that they are not altered by
unauthorized or incorrect changes. This involves
documenting, implementing, monitoring, and
reviewing these controls.

An ongoing process of identifying errors and
inconsistencies in datasets and correcting or
them to ensure the

removing accuracy,

completeness,  consistency,  validity, and
timeliness of information.

An information asset or a component of the
organization's Information Security Management
System (ISMS). Workstations are listed alongside
servers, laptops, and mobile devices as system
components that require the enforcement of
specific settings (such as disabling unnecessary
services, ports, or protocols) to enhance security
posture.

A VLAN (Virtual Local Area Network) is a key
enabling technology for network segmentation. It
is a fundamental control for reducing the attack
surface, containing breaches, and enforcing
access policies, directly supporting  the
requirements of major frameworks such as NIST,
PCIDSS, and ISO 27001.

The process of dividing the network into isolated

zones to control the flow of data and contain any

potential security incidents.

The variables, settings, or customizable limits that
determine how a security control, process, or

system operates. They are specific and adjustable
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elements that translate high-level policies and
abstract guidelines into concrete and actionable
technical and operational rules.

The interconnected  hardware,  software,
networks, and essential facilities that enable an
organization to develop, test, deliver, monitor,
control, and support IT services. It is the complete
ecosystem in which data resides and flows.

The hypervisor, also known as the Virtual
Machine Monitor (VMM), is a layer of software,
firmware, or hardware that creates and runs
foundational

virtual machines. It is the

technology that enables virtualization. Its
privileged position makes it the "root of trust” for
the entire virtual environment. If the hypervisor is
compromised, an attacker can gain control over
all virtual machines running on it.

The ATT&CK framework (Adversarial Tactics,
Techniques, and Common Knowledge) outlines
adversary tactics and techniques based on real-
world observations of cyberattacks. It can be
viewed as a comprehensive and detailed guide on
how attackers operate, written from the
defender's perspective to help them understand,

detect, and mitigate attacks.
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