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do today.

8- Integration with mobile banking was
ranked as a "must have” feature of mobile
wallet by many customers.

9- Lack of merchant acceptance is a barrier
to adoption; non-users also cite security
and privacy concerns as the most common
reason for not using mobile payments.

10- All stakeholders in the mobile payment
eco-system, will have a share in the benefits
including Financial inclusion, Customer
acquisition, increased liquidity due to the
introduction of e-money which has the
feature of high circulation velocity and fees
sharing.

11- Free and fair competition in transaction
fees should be allowed between different
service providers; however, should abide by
CBOS Fee boundaries & rules.

12- Agents should be compensated for
providing registration, and cash flow (cash-
in and cash-out) transactions with the end
custom with commissions agreed upon with
the service providers (FSP & CSP).

ACRONYMS

Central Bank of Sudan (CBOS)
. Financial Services Providers (FSPs)
' Point - of - Sell (POS)
' Mobile Network Operator (MNO)
' Network Service Providers (NSPs)
Trusted Service Manager (TSM)
' Payment Services Providers (PSPs)
Network Service Providers (NSPs)
' Business - to - Business (B2B)
' Business- to- Consumer (B2C)
' Personal Identification Number (PIN)
Unstructured Supplementary Service Data (USSD)
' Mediterranean Disaster Information Networks (MEDINS)
' Short Message Service (SMS)

ATV Guyle (AY) sasel
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Retailers & Utilities: Business owners who
utilize mobile payment system and offer sale
of their goods and services through it.

System Operator: Deploys and manages the
centralized mobile payment platform.

NTC: The authorized regulator that governs
telecommunication industry in Sudan, it
identifies the components (SIM cards, STK,
SMS & USSD) of mobile communication
services over which MNOs have control
and which are essential for the provision
of mobile financial services; and set the
regulations that comply with all Mobile
Money regulations.

Figure 5 : Mobile Payments Entities
Relationship:
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Source: Central Bank of Sudan - Management of
payment systems

Challenges Facing Mobile Payments
Project in Sudan:

There are major challenges facing the
conduct of the mobile payments in Sudan,
such as :

1- Lack of merchant acceptance in Sudan
is @ main barrier to adopt mobile payments
behavior.

2- Non-users site security and privacy
concerns are the most common reason for
not using mobile payments, so the role of the
services providers to assure their customers
that these applications are safe and time
saving.

3- Most consumers do not have enough
experience using mobile payments such as
online shopping and paying bills, as a result

of low level of awareness towards banking
system. Even these days people keep their
money in houses instead of banks, which
reflect the lack of confidence.

4- There are technical obstacles in Sudan,
such as internet connection speeds, narrow
networks coverage, and week infrastructures,
especially in rural areas; on the other hand
the majority of the populations aren’t using
smart phones.

5- The difference in the attitude towards the
mobile payment system between the Central
Bank of Sudan as regulator and supervisor
and the Financial Services Providers
(Banks). The Central Bank cares about the
size of the large transactions in the service,
while the companies are running after the
size of the profit regardless of the volume of
transactions.

Conclusions and Recommendations

1-Usage of the mobile channel for mobile
banking and mobile payments continues to
increase, right now the future is promising
and seductive, but uncertain.

2-Ubigquitous merchant acceptance could
drive increased usage of mobile payments
(particularly among current users), but
would not be enough to motivate many non-
users.

3-Mobile banking has rapidly established
itself as an important customer service
channel and a critical component of a bank’s
distribution strategy.

4- Money is stored in an electronic wallet
linked to @ mobile number, and the service
available to anyone who has a mobile device.

5- Do not need identification papers in the
basic account.

6- Money inside the mobile is protected
by a password and security and privacy as
well as convenience are key drivers from a
consumer perspective.

7- Banks have an opportunity to play a
greater role in mobile payments than they
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sector equal opportunities to highlight the
innovative services that serve the client
and at the same time enables the central
bank to manage electronic money and settle
transactions. as well as the circulation of
funds within the banking system, which
enables the central bank to manage liquidity
in the economy and finance production and
development projects.

Table (1) shows electronic payment methods
during 2015 and 2016.

Table (1) Electronic Payment Methods

(Number)
Year 2015 *2016 %
Number ATMs Ma-
Chines 1,047 1,189 13.6

Number of Bank Cards| 1,116,648 | 1,380579 236

Number of sale points 2,885 3,480 20.6

**Electronic Wallet Cards | 2,221,615 | 1,495,001 (32.7)

Source : Central Bank of Sudan- annual report

Table (1) shows an increase in the ATMs
machines by 13.6%, beside the number of
bank’s card by 23.6%, and the number of
sale points by 20.6%, but the number of
electronic wallet cards decreased by 32.7%.

Table (2) Electronic Banking Dealings

(Number)
Year Transactions with Banking Cards
2015 22,564,336
2016 25,860,051
% 146

Table (2) shows that the transactions in
banking card increased by 14.6% from 22.6
million transactions in 2015 to 25.9 million
transactions in 2016, by 14.6%.

Main features of Mobile payments in
Sudan are:

> Interoperability.
> Ensure wide spread of the system.

> Provide equal opportunity to all
stakeholders in the system especially
the customer.

ATV Guyle (AF) sasl
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Mobile payment allows a number of
services to both the customer and the
agent. Like the personal transfers (can
transfer electronic money to registered
or unregistered customers)

»  Allows purchase of credit for personal
use or for someone else for all networks

%

> Transfer from a bank account to
a mobile account, and transfer from an
electronic wallet account to a mobile account

> Financial Deposit Service that allows
the deposit of money in mobile, and the
withdrawal service that allows withdrawing
money versus electronic money.

> Allow the customer to withdraw his
money from his account through any agent
regardless of the entity through which the
registration process was carried out.

Stakeholders of the mobile payment in
Sudan:

Mobile payment services in Sudan involve
the following stakeholders:1

Central Bank of Sudan :( CBOS) is the Issuer,
regulator and licensor of the Mobile Payment
services. CBOS also sets the regulations and
key role definitions of all stakeholders in the
eco-system

Financial Services Providers (Banks): (FSPs)
Responsible for financial side and cash
flow; provision of e-money to the CSP and
merchant distribution networks. FSP could
also work as CSP.

Customer Services Providers :(CSPs):
Responsible for customers, and agent’s
management, including customer education
and awareness.

MEDINSs: Responsible for providing
registration and cash flow transactions with
the end customers. CSP or FSP can build their
own agent network to their own customers
or for other CSP or FSP customers in return
additional commissions

1 Central Bank of Sudan - Management of payment
systems
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. preexisting country conditions that
made Kenya a conducive environment for a
successful mobile money deployment.

. a clever service design that facilitated
rapid adoption and early capturing of network
effects.

. a business execution strategy that
helped M-PESA rapidly reach a critical mass
of customers.

100,000
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Sources: Central Bank of Kenya, Kenya Post Office Savings Bank.

M-PESA was developed by mobile phone
operatorVodafone andlaunched commercially
by its Kenyan Affiliate Safari- com in March
2007.

To access the service, customers must first
register at an authorized M-PESA retail
outlet. They are then assigned an individual
electronic money account linked to their
phone number and accessible through
an application stored on the subscriber
identification module (SIM) cards of their
mobile phones.

The application has two main functions.

First, it allows customers to deposit cash
to withdraw cash from their accounts by
exchanging cash for electronic value at a
network of retail stores.

Second, it allows users to transfer funds to
others, to pay bills, and to purchase mobile
airtime credit.

+.

Mobile payments-
Sudan:

Experience of

Banking technology in Sudan started through
the development of the electronic payment
system represented in SWIFT and electronic
clearing services which connects the banks
with the Central Bank of Sudan, in addition
to electronic payment which facilitates
payments by introducing the banking card
which helped in attracting currency into the
banking system.

Mobile payments service was started in
September 2016, regulated and managed by
Central Bank of Sudan (CBOS).All customer
mobile wallets, balances and transactions
that affect these balances are stored and
managed centrally. This represents the most
important step to implement the electronic
government, and allows customers to do
their financial transactions by mobile phone.

The mobile payments in Sudan is a centralized
system that all customer mobile wallets,
balances and any transactions that affect
these balances are stored and managed
centrally.

Mobile payments service is targeting about
10 million internet users from a total of 28
million active players in Sudan. However,
the telecommunications service covers 84%
of the populated area, whom are capable of
providing electronic payment service and
achieving financial coverage.

Central Bank of Sudan aims to use electronic
payment system as one of the instruments
to control the money supply, and achieving
financial inclusion.

Mobile payments service in Sudan gives all
commercial banks, companies and private
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Figure 2 : Payment Dynamics
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Experiences of some neighboring countries
in the field of mobile payments:

Experience of Uganda:

In Uganda within three years the mobile
money project was grown from zero to at
least 1.5 million, and this rapid expansion
appear the need for safe, inexpensive, and
efficient ways to send money around the
country, therefore they requested USAID/
Uganda to assist of how current partners
are utilizing mobile money as an electronic
payment system to replace cash for both
operational and programmatic payments.

USAID/Uganda focus on exploring the
alternative payment systems to cash in the
country, and mobile money payments as card
- based payments are not very common.

The team comprised of mobile money
specialists from USAID solutions office
and Mennonite Economic Development
association conduct an online survey, desk
research, and field interviews to determine
where opportunities for a transition from
cash payments to money payments.

// PT <Y ouLa (I\T") sasll

Figure 3 : Chart of common Challenges and
potential in Uganda
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Source: UGANDA MOBILE MONEY ASSESSMENT AND CASE
STUDY - United States Agency for International Development

- November 2011

Uganda has seen growth in mobile money
adoption up to 7 million registered accounts
in just four years. This makes Uganda a
perfect candidate be analyzed where this new
tool can be utilized by implementing partners
that can provide efficient alternatives.

Mobile money services, started in Uganda
with MTN Mobile Money in 2009. In just 3
years, approximately 7 million Ugandans
have registered for mobile money, which
is nearly half (47%) of the total number
of registered SIM cards Based on primary
interviews while in country, the number of
active mobile money accounts has reached
1,475,000 people.

Experience of Kenya:

M-PESA("M” for mobile and "“PESA” for
money in Swahili) is a small-value electronic
payment and store-of-value system in Kenya
accessible from ordinary mobile phones.
It has seen exceptional growth since its
introduction in March 2007.By now in use by
more than 9 million customers—40 percent
of Kenya’s adult population—the system
processes more transactions domestically
than Western Union does globally.

M-PESA’s market success is the result of the
interplay of three factors:




Mobile

Developed
Markets:

payments in
Mobile penetration in developed markets is
105% in the USA and France and also higher
in UK and Germany at 130%,although
everyone in the developed country has
mobile phone , but still mobile payment and
mobile banking are relatively new in many
of these markets and its usage is still low in
most countries.

In developed markets, the innovation

around mobile payments has been focused
on facilitating the use of existing payment
instruments like credit cards, across more
use cases to increase the percentage of
cashless transactions.

Mobile technology is changing the ecosystem
of the banking industry as new players with
innovative solutions enter this some players
in developed markets such as Google Wallet
are working with existing market. While
credit card companies like MasterCard and
Visa, others such as PayPal or Square are
emerging as strong competitors that could
undermine the traditional partnership
between credit card companies and banks.

The Mobile payments in Emerging
Markets:

Mobile payments in emerging markets
presents the most disruptive evolution

+.

of payments.? In emerging markets, the
propositions initially provide domestic P2P

money transfer facilities, then later they
have expanded to cover prepaid mobile and bill
payments. After that the technology solutions
has worked with basic phones using unstructured
supplementary service data (USSD) as a
communication mechanism.

The payments market is dynamic in emerging
markets and there are opportunities for
competitive development, however, emerging
markets can be complicated and un predictable,
which will open up challenges along the way.
There are some developments that will enable the
market to drive the emerging markets towards a
cashless world, like regulators who play an active
role, retail infrastructure growth, mastering data
analytics, dynamic and viable business models,
new channels and products such as e-commerce
and m-commerce, which are opening up new
ways for consumers to make purchases such as
tapping their mobile phone and finally use case
expansion which support, advances in technology
and accelerating customer adoption of these
technologies have opened up new avenues for
e-payments. Payment of fees for educational
institutions, payment of taxes and fines to the
government, payments to merchants and retail
institutions and toll and transit payments are
among the options which can now be facilitated
using a simple mobile application.

3 The European Financial Review February — March 2013-
Sunil Gupta - The Mobile Banking and Payment Revolution
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E Most banks believe that the mobile
channel will help to reduce transaction cost
as well as increase customer engagement
and retention.

K Thereis no need for cash for merchants
and clients. This reduces the risk of carrying
and transferring cash particularly in high-
risk or volatile environments.

How to pay
with Phone

Governance and Change Issues:

The adoption of mobile payment systems
requires some changes in business models
and processes as well as the underlining
technology infrastructure involved.

Training and new internal control should be
designed and monitored. As for the business
model perspective for both business - to -
business (B2B) and business- to- consumer
(B2C) activities, there needs to be both
provisionforfairaccesstoconsumersegments
among mobile payments stakeholders and
adequate customer protection and privacy.
There will also be a need to modify existing
networks or develop network structures to
provide the seamless interoperability that
will be needed among the participants in the
mobile payments ecosystem.

Types of mobile payments::2

Mobile payments are categorized based on
the technology used as one of two types -
proximity or remote, these types drive the
nature of the payment service model

2 Mobile Payments: Risk, Security and Assurance Issues

ATV Guyle (AY) sasel

Proximity Payments:

This type of payment is generally referred to
as contactless payment where the payment
credential is stored in the mobile device, and
this a new payment form factor.

The mobile phone is used by the consumer
at the storefront to pay for goods or services
via a number of methods such as contactless,
text -based, personal identification number-
based or (PIN-based|) using Near Field
Communication (NFC) technology which
involve  communication between the
consumer’s device, the payment scheme
operator and the merchant at the storefront.

Also contactless payment could be used
remotely, for example to make an online
purchase by sweeping the mobile device
over a contactless Near Field Communication
(NFC) reader plugged into a personal
computer (PC)

Remote payments:

This type of payment covers payments that
take place either via mobile web browser
or resident smart phone application in
which the mobile phone is used as a device
authenticate personal information stored
remotely. Remote payment solutions also
can use for transaction such as face to
face or (vending machine transaction) and
the mobile phone is used by a consumer
in a combination with the network
message service (SMS) or unstructured
supplementary service data (USSD) to pay
for services. These massage services (SMS)
are being used for applications such as
payments to merchants, remittances across
national boundaries and salary payments for
migrant workers. Moreover, the application
of this type of mobile payment is used for
the premium SMS rate for the purchase
of ringtones, games and other goods. this
kind of payment usually was used for small
amount of payments (micropayments)
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operations via a menu; or transfer funds
and pay bills using an application on a smart
phone and many banks offer one or more of
these options.

Mobile Commerce:

Mobile commerce is using your mobile phone
to buy digital or physical goods and services,
remotely from a website or proximity like a
shop, metro station or vending machine. Not
considered here as mobile payments are:

« Direct carrier billing, where the
purchase of digital content like ringtones for
example is charged to a mobile phone bill
and that bill is paid by a traditional payment
method like credit transfer or direct debit.

+ Mobile point of sale, where a card
reader is attached to a mobile phone or
tablet to swipe a credit card.

« Mobile product scanning, where a
mobile phone is used to scan a product’s bar
code at an on line shop such as Apple store.

The life cycle of a bank-centric Near
Field Communication (NFC):

» Provision of the consumer’s payment
account information to the phone from the
issuing financial Institution

« Authorization of the Near Field
Communication (NFC) proximity mobile
payment via existing PSP provider network

« A new stakeholder which is introduced
in the Near Field Communication (NFC)
model is the Trusted Service Manager
(TSM). The TSM is a trusted third party who
(potentially) could be used to manage the
deployment of mobile applications
. The TSM delivers the consumer’s
payment account information over the air
(OTA) through the mobile network to the
secure element in the mobile phone.

. Once the payment account is in the
phone, the consumer can use the phone
as a virtual payment card at merchants
who accept contactless credit and debit
payments.

figure 1 illustrates the life cycle of a bank-centric
NFC mobile payment

figure 1
The life eycle of a bank-centric NFC mobile payments
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Source: Mobile Payments: Risk, Security and
Assurance Issues

The above diagram illustrates the various
stakeholders involved in a bank electric
mobile, it reflects the flow of information

Benefits of mobile payments to the
banks:

Mobile payment is a revolution in the
banking sector and payment industry for the
following reasons:

3 Payments through electronic and
mobile channels have the potential to reduce
the cost by a third party and also avoid
leakage due to corruption.

= Mobile technology is transforming
the global banking and payment industry
by providing added convenience to existing
bank customers.

. It offers a new opportunity for banks
to provide added convenience to their
existing customers in developed countries.

. Reach a large population of unbanked
customers in emerging markets.

] Low cost for remittances from migrant
workers who need to send money to their
families (Globally over 200 million migrant
worker send more than 300 billion a year to
their home countries)

. Governments see mobile technology
as a vehicle to achieve financial inclusion
especially among the rural and poor
population.
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THE MOBILE BANKING
AND PAYMENTS

Gaafar Abdel-Rahman Yassin

Senior Researcher

Research and Development
Department

Introduction

Mobile payments as emerged around a decade
ago as a transaction medium, adaptation
was slow at that time because of the quality
of mobile technology that supporting the
services. However, the recent development
of technology has made this area one of the
booming instruments in the financial services
sector. Mobile devices have changed business
and everyday life in the field of communication
and now possibly made all types of financial
transaction.

Mobile payments is defined as a payment for
products or services between two parties for
which a mobile device plays a key role in the
realization of the payment. It depends on
transaction between consumers and merchants
that involve direct purchase of goods and
services that can be both account- based and
point -of - sell (POS).

ATV sujla (AF) sasll

Stakeholdersofthe mobile payments:

Mobile payments involve the following

types of stakeholders:?

- Consumers

- Financial services providers (FSPs)

- Payment services providers (PSPs)

-In- service providers (merchants
including the content providers

- Network service providers (NSPs)

- Device manufactures

- Regulators

- Trust service managers

- Application developers

All these stakeholders can take a different
role such as financial institutions,
debit/ credit networks, and clearing
organizations, and take their share in the
revenue in the new ecosystem.

Mobile Banking:

Mobile banking is using your mobile
phone to access your bank account;
receive debit/credit alerts and statements
via SMS; check balances and recent
transactions by browsing a simple
mobile-enabled website; conduct basic

1 An ISACA Emerging Technology - White Paper - No-
vember 2011
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